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(19)B*B#1iT/? (JP) (12) & §fj §^ & $j[ (A) (llXMRUM&IW^ 

#112003-195749 
(P2003-195749A) 

; (43)ftBB W-m5¥7H 9 8(2003.7.9) 

(51)Inta' HBIIS# FI f-4»*(##) 

GO 9 C 1/00 6 1 0 GO 9 C 1/00 61 OA 5J104 



»&B©R9 OL (£18 JO 



(21)iBH## 1#K2001-394109(P2001 -394109) 


(7i)miaA 


396021944 








(22)dUBB TO3¥12S26 B (2001. 12. 26) 




S»JR£*Ml1j«PKSi=T115#2<Mt 




(7DH1ISA 


301080002 


mmm%mumm*mr) ¥jfci3*9a26B~ 




*•« *- 


28B tmmA®%Mm¥£Mm<D tms® wm3¥ 




K^ft*»JIlW8*^4-112 




(72)8W# 


El l&& 






«»»**M#tK»-TB 15*20^ * 






S6*tt9*>V-f Ux-f hrt 




(74)tt8A 


100082500 






#a± si & 









(54) [«wo«#3 T-^ftgB> r-^^D^7A, e®i*#2fctf^~?£^& 



(57) imm 

[SIS] AE SR»^#**^*TT-*£l**ft:Xtt 

S-e^-^ttf^ftXtta^fti-SfcfefclT 5 B y t e 
Sub, Sh i f tRow, Mi xCo l umn&t/R 
oundKeyAdditio n (O 4 SIiDfilCO^ 

X, #*»"Cfflv^3l»t, »*ffci:a»ffci:-cJM:s 

0f*^5l»lw»3t-r6r t "C (S100-S160) , 

5 f -*©»»fcao t a#fls*. AESPt^-^^^pf^-fi: 

*IBi:ni:«ff T±B4«3K<o*»«r*i-ci:lcj:9fT 

9«t9lw/j!o-C^5 (170-S 2 2 0) 0 *fc, SI 
8 0ftt, 4fr4 ^J<DfT^JT'*SiX'5 1 2 8 t' y 

[ftl] 

1 ::sf~- , 



SI 0 




*3M 



, s 1 2 0 



V T iW 




J ^ S 1 40 



C *>" ) 



BEST AVAILABLE COPY 



34403229 • te&ffl 



(2) 



2003-195749 



1 4ff 4*KOfT*J-C*£*t* 1 2 8 fy h 
<D&&*t&7 ! -f{C s AES*t**l:*5tt5By te 
Sub, Shi f tRo w&t/M i x C o 1 u m n 



(l) lc < t9*^6i:9lc^$^TV>5r<b^^m < b 
[Si] 



^ = V a oJ® T i^i,j-ci] 

®T 2 [a 2(K2 ]®T 3 [a 3j J -*<i> 



Ktaax-* resits j w a ( j =o. i . z. 3) 

<Dr-*<32fcTy h) 



J ™ 



i.J 



v 



'T 3 : ae? bQf-f&siVv mdt-* 

: S»«ftx-^lCfe(t*ifil(l=0,1.2,3) 
(ffl. a u _ C( |i. ShiftRot©«»*«r 



© : WIUMID 



20 



[St*«2] . 4tT49ljrofT9|-C*$*V6 1 2 8 h 
<0£»*t*7 !f -*fc. AE SBt^itK&ttSB y t e 
Sub. Shi f tRo w&tfM i x C o 1 u m n 

h J =T 0 [a 0fj ]©T 1 [a liW1 ] 



(1) lei t> jfc ft* avf IIS StfSfc 

[IS 2] 



©T 2 [a 2J . C2 ]®T a [a 3J J ~*<i> 



: «»«*x-^ICfc!t^i?7S(i=« f 1.2,3) 



® : MkiMft 

[H*3S4] 4fT4*Jt&fr7IJ-C*3;h,6 1 2 8 h 
^S^ftT-^l^, AE S0f^5£|C*m6B y t e 



Sub. Shi f tRo w&l>*M i x C o 1 u m n <D& 

40 m&zm^mi-zkx-mbtiz&m&T-**:, tie* 

[S3] 



34403229 Slffltfl • 



(3) 



2003-195749 



h i=y a o,i^ T it a i,]j 

©T 2 [a 2 ^]©T J [a 3 j ^] ~*(i> 



, : s»ax-^ic*Jt*i5iii(j=o,i.z. 



a, , : «tt*t*x-*icJ3(:t*iifi(i=o, 1.2,3) 
cicfc'y iff ioj^i^iifsx-^ 



J 



20 



TIE (a 1) - (a 4) <D&mz'&^'&%itir 

(al) :By teSub, ShiftRow, Mix 
Co 1 umn&tfRoundKeyAdd i t i o n<0 

ae s^tt<D^it^mkmzmftx*'<T 

(a 2) : JilE ( a 1 ) iz'&l^fr? ByteSub, S 
h i f t R o w&tfM i x C o 1 umn Xte, ft^ffcX* 

( a 3 ) : ±B ( a 1 ) (wft^f? ?RoundKeyA 
d d i t i o n -CH, l^^fcXffl^ibixfcig&OR o u 
ndKey£, £ ig<D!lgf?Xffl ^ 6 G 

(a 4) : 3EI-> ±12 (a 1 ) MfEl^fT 5 R o u n d K 

h j= T ota 0(j ]©T | [a 1(Kl ] 



eyAdd i t i on(7)5*b> Mi xCo 1 umn <DKk 
(Cff 9RoundKeyAdd i t i on Xfi, ±IS 
(a 3) Idft^flH^Ro u n d Ke y \Z S m^itX'ff 
9M i x C o 1 umnO^ft^l^LfctO^, R o u n 
dKeyi: Uffl^S. 

X. 

^{w N ByteSub, Shi f tRo w^(/M i x C 

o 1 umn <D&&&zm\zm'rz t-e'&hfizmw&T* 



1 » J 



v 



! S*«ftx-^iC*5ltSif7l (1=0,1,2,3) 

® : *te»a» J 



[M*«7] AE SBf^***ffl^fcr-^OI*^b 
AESI*^#*£ffi^X*^{fc$ixfc7 f -*<0«* 

r - 9 (O it R iTtg ^it X-*ii lw ffl p> 4x 6 £ # |i % 
KT-^lC*tUX B yteSub, Shi f tRow, 



50 



Mi x C o 1 umn RXIR oundKeyAdd i t i 
o n^)«MAE S^^^fl^W 

■JHbDlB'&KttAE SI***^eD»^{L^«U;fc^Xffl 
t^fiSSIftKKfcU ffl^fts I* TIE (b 1) 



"34403229 



Atom 



- (b3) <D&mz'&^Wtm-t?>®l£'7oyyJ>>b. 

(b 1 ) :By teSub, ShiftRo w&tfM i 
xCo 1 umntlt l*^fcT?ff frix6£&<0ffi£&£ 

(b2) :RoundKeyAdditiont'ffl^?) 
*l53l»-C*>6R o u n d K e y t LXI*. Pf-JHtXffl 

(b 3) Mi xCo l umn(D^|:ffbn6R 

oundKeyAddition XJB t>f> *l 5 
SRoundKeyHtll _bfE (b 2) l^ffi^fflt> 



(4) $t§8 2 003-195749 

e 

btlZ RoundKeyK, m^itX'ftt>tlZ>M i x C 

So 

fcfc^X, 

WE^ii^o^y^-Ctt, 4(T4^J<Z)tTM-e»Six6 1 
2 8t'-y hO^Mtf-^l:, ByteSub, Sh 
i f t R o w&tfM i xC o 1 umnCO^-^^^KilC^ 

i-wt-eweiixsaEUia^-^*, t«* (1) ius 

[&5] 



h i =T 0 [a OJ ]©T 1 [a lfj _ cl ] 
®T 2 [a 2J . C2 ]®T 3 [a 

/ fflu h 



3,j-C3 



] -*<1) 



resits jam 0=0. i, 2, 3) 



a 



i.j 



<t> jfli<t>x-*(se9h) 

(». a. j_ Cj «, shiftRo»wa»*is-r 

CfcC*Ulfii©JHH'MHM-*5 s -* 



© : imuijmq 



30 



[0001] 

[0 0 0 2] 

iiift«¥tSffiJl (N I ST) AES (Ad v a 

need Encryption Standard) 

I0003] rrx% Efcn?li*>6#, AES!*-*** 
(J^T, TAESj £t>t^) <D«SU:ot*Xtt0! 

8fy h^^0 5/^**t?4>5, tit, :<0128t' 
3/ h(Oyo y #f*-#fr % 1 ,<>f h (8t'yM 

4X4 (4tf4?lj) e0jE#fT*U£ LX^m^ix^o 
0 7m y9TT-*\Zi$tth i tf B (i=0, 
1. 2, 3) tf)j*)]B (j=0, 1, 2, 3) tf)S5#X 



40 



50 



b ( i , j ) tSltl^o 

[0004] 0 8l:^tJ;^:, AESlcfflt>^ 

ix6d«tft|il 2 8l^y 1 92t'7K 2 5 6 t* 

y hOSWKT**)*. ^LX, rog^, 

(D^r-? {CftmZtl. 4XNk (Nk = 4, 6, 8) <D 

[0 0 0 5] ^LX, AEStU Sft^MiX:/ 
ns/^r-^SrHt^k-r^o EP*>, 0 9l::*1-J: Sic, 
£1\ RoundKeyAdd i t i on (7^F^r 
—AD St) ^1^6^^: 1 iBin^o ByteS 
u b (/<4 hg&) s S h i f t R o w (fir>:? h) , 
M i x C o 1 u m n (£1] ^ y t X) &tf ±|2R o u n d 
KeyAddi tion(04 «S«0£tt«:«lwfT 9 R o 
undFunction K^&) — 

igoo£&£. 1»«7^K ( (7^KSNr) -1 
\E) CiotlDIt, ^LtftSl:, RoundFu 
n c t i o n (D^frhM ixColumn fctt&l&Wc 
Fina IRoundFunct ion (fl^7 £ > K 

rfi, TIES l^fc^i-J: 51c* aftKJttS LTifcfcfc 
ftXt>5 0 

[0 0 0 6 ] 

[Hi] 



34403229 flfflCT • 



(5) 



SB 1 tt 



ftffi 2003-1 95749 
8 



N k 


4 


6 


8 


N r 


10 


12 


14 



[0 0 0 7] AESBf^*5££ffl^-Cx-*£lf 
*fcr5fcfc©±iB4«fi<0««fco^T\ *r*L* # ;Mft 
l^i~5 0 [ByteSub] ByteSub T*li, 

(7) , <DfH»S:fT5o 
[0 0 0 8] GF (2 8 ) fc:fctt6*fttti!?7E*fMI 



•t-5 (*Wtt#JS5S;<DaS: f x 8 +x 4 +x 3 +x+lj 
"Cm o d £ £ 6) o 

±12 ttfeftic. ^tr^Mc* (2) <dt7t<<>& 

70 [0 0 0 9] 
[»6] 
1 
1 
1 
1 
0 
0 
0 

1 













x 1 




1 




x I 




0 




X 3 




0 






+ 






x 4 




0 




x s 




1 




x 8 




1 




x T 




0 



*5t(2) 



[0010] Z<D£?\Z S ByteSub X'Tt 9 
-LIB , <D£?t£i><DX*hZfr. 

\z s l /<-f h^r-** l h<7)-r-^Mc^&-f 6 S 
-box t^tftiS/wy^r y^~^*jfeicttfl[t 

[001 ll oil ByteSu b "Ctt, SlftT'&S 



[ShiftRow] ShiftRo wflt HI 1 1 I- 

<0#fT^^:^ixJ*rt?i-53l»-e*>5C 1 , C2, C3 

6 0 :ni:J:l fcfi^tt*^-*!*, TIES 2^1;:^ 
■J-*? -fey httfc*»tfe*rp)^fiav/7 hi"6o 

[0 0 12] 

[H2] 



30 

3S2» 





Ofil 


mi 


mi 


ma 




0 




2 


3 



[0013] Shi ftR owt'li, #*Tl::*t 

JS1-65IISC i fcffl^T, T'o^T-^^Wfi (3 

[MixColumn] Mi xCo l umn Tr^i N 
5/^T-^ICfcM-t^#^I^AtLT, GF (2 8 ) |C*5t> 



c ( x) =' 0 3' x 3 +' 0 1 ' x : 
^fflti~6 0 o£ 9 , Mi xCo I umn T'li. U 1 2 

-e*>6ff5lJC*ffl^T, ^py^r-^S:Ji|»tt (3 2 

[0015] [RoundKeyAdd i t ion] R 
oundKeyAddition T'li, LTR o 



40 
+ ' 0 



50 



t\ ^ft^-^SriRSfrs^JBA^TiB^* (3) 
£<Bffe»fcm\ ^co©^ r x 4 +lj -CmodSri 

[0014] 

1' x+' 0 2* (3) 

^LT, ;^)RoundKey(i x fffi*l> L Acte* <DM 
(B8) ^«b£/&£ft6o 

[00 16] BP^, il 3 iCTjVf 5t*<0^£& 

y^f-^^P^S ( 1 2 8 \fy h) TNKSKEW 

MIlC^ixSR oundKeyAddition tDleJft 
# ( (7*>FSNr) + 1[H35» tORoundKey 
^Mt6 0 :UtMLf:»RoundKey 



34403229 3lffl0U ■ teftl&l 



tt. <Dft^<t<DltV>lzm&\Blfft>tl?>R o u n d 

KeyAddi tio n "CBIlCffl t > <b*t6 0 
[0017] -tit, RoundKeyAddi t io 
nXtt. 01 4 1^1" £ 9 \Z % ^n^f-nRo u 
ndKeytWEXOR ^t'yhifit' 
<b 5 0 o£ 9 * RoundKeyAdd i t iont' 
it, ?||T'fe6RoundKey^l>T 4 ^o^f 

-*£l try h#ffi-cse*i-6J: 5l-*o-Ct^. 
[0 0 18] a±SBU4lg^*)J^ft5Ro u 
ndFunction <£>*Q!2i<7M > — ^£1] 1 5 l-^ 
1% kZ*>X\ Z? Lfcf'-^^Bt^fctoaTtt. ft!f3 

[0 0 19] r A E ST*!*, 128k'7 h(0^D 

1Z8 X16/^ hj t ^ofc**fc*# £<D/l<y#T y 
[0 0 2 0] *«W#tt, AES*W^» 

tz<> EP*>, RoundFunction XI*. ff&fa<D 

**-e*>*sh i f tRowh mmiL<o%®:X*hz>M 

ixColumni fc'ttt>h,Z> ZkX\ fegt IX 1 2 

8 tfy hW4T-^tft^fT*?ix6 <fc Sicfto-o****, s 

h i f tRowtlt ^#^-*<£»{iS£f£©j£ii:T^ 
SfcttT-fcSfcfc, w©jS«r%«-f"ixff. RoundF 
u n c t i o n 1 HI^^^SIwOV^Ttt, ( 3 2 

t'^lg) <7> 5 t&K-tZ kfrX%Z> 0 oi 

•3, /P*^7y^f-y/US:fflV^«*tS 3 2 l^y h 
CO^"^ <h It, Sh i f t RowOf^^Ifl tin 

:K\ Shift Ro w«:%*i-6^5S^4< 4§(0 
■e*>*. [&7] 
[0021] ;<ofc^ ?>l*fi (3 2 try hm&) 

h j= T o[a 0(j ]eT ) [a )( .. c1 ] 



(S) 4#§^ 2003-195749 

10 

[0 0 2 2] 

= 1 6 3 8 4^^hj fc^ofc#Sfc*#fct><&£ 
ftSfcfc, f 1 -* &&WbT&&mzh#ftiz.X£ tor 

[0 0 2 3] -Jj^tc. Z ? L^BBI-ft]*., 

<n&m&ftozkxm%{k-rzzk&x£?>&. z<»m 

[0 0 2 4] i^±(OJ:9^, •#fl:*tt*fl:i:^ofc? f 
%&&mz?f o %kmz± # fc-r- * E1t«ft*'&K 
lift**, 4»^tt«*e«IK«>J:3«/hl!tt«^^ISe 

AE SOf***£ffl^T^-*«rl*-J§-fl:X 

[0 0 2 5] 

SBtt, 4fT4^IJ(7)fT^JT-**ix6 1 2 8 try hOSCft 

AESBgf^Cfclt6By teSu 
b , Shi f tRo w&tf M i x C o 1 u m n <D&^& 

(l) KJ: J: olzmj&ZtiX^Z, 

[0 0 2 6] 



30 



©T | [a li| J©T l [a lf| J -SO) 



«»»T-*Cfcl*.5j5>J§<j =0,1,2,3) 



j ~r 



a 



i.j 



0j«B<OT-*(8ej/h) 

(A. a, j.j.j a. shiftR««oa»*tfr 



7 



[0 0 2 7 ] o£ !K M*« 1 ^^-^^JftStt-Ctt, 50 fcflWMfc^—JIwB yteSub, ShiftRowR 



34403229 • 
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[0028] #;uy^r y^-y/uTo^Ts 

<D;fc# ^ft^'ft T2 8 X 4^h= 1 0 2 4'<-< 

tt4 0 9 6/<>f htfcS. fl«*Lfc*l*tt 
V&&*ft5A>y9T y'f^—'fivin'jz* £ (16 38 

[0 0 2 9] w^J:5/jra*«i^T-^StftgSJcj: 
jfttf* AESI»#***rfl|lf>fcr-^©»-»ft©»aa 
gSrfa-h^itoo, AE SBf"&#5£S:fflt*-C7 f -*£Bt 

ffcTtt* ByteSub, Shi ftRo w&tf M i x 
Co l umn(D#«tt&W^fT5«!fai«rllft®ll!)5i1- 

Stftgfi («*3H4 07 f "-^K**«fe) iud^s: 
tX\ *&&&mzff?&m*m<te»* l$l 

AE SPf-^it^ffl^Xx 

[0030] tf^JSaicie^o-r-^^^^D^ 

4fT4J»IOfT^lT-**iX'6 1 2 8 try h<Z)S«l 
AES*f*S:i:t5»t6By teSu 
b . S h i f t R o w&0<M i x C o 1 u m n C0#g£l& 

(1) iciD^^sttigtavezL-^tcna^-frSfc 

[0 0 3 1 ] o*?K H^^2co-r~^^^7 P D^yix 
T*t>> BMf-^CBy teSub, Shi f tR 
o w&tf M i x C o 1 u m n <0#a?tt£iei;:ft-f Z t X 
^^6Mr-^, Si#«4<D7*- 

[0 0 3 2] r<0<t SfcS**^^-*^*:/*^? 

A£ x AES****^**<fc4:ff5fca0^ffl^Jxtf, 
T~*<ate^b^&3lS&£ffl±£l£oo, AESPt^- 
**tffl^Xf ? -^t**fci-6SSil^»ftf f --^B 

tt*tt 9 pMBftBftBtflc^ IE» $ *LX T fc J; v \ 

[0 0 3 3] SsR^SiCfEtttOr-^aE*** 
l±, AESBS^^Srfflt^XBt^fb^ixfeT-^S:, T 
15 (a 1) ^ (a 4) ©*ttfcttt*«*fc1-6 Z t &¥f 

mt uxt^o 

(al) :ByteSub x ShiftRow N Mix 
C o 1 umnSI/RoundKe yAd d i t i o n <D 

AESBt***iortf*fk*iHi:n[:iBffxfif 

0 o 



(7) 2003-195749 
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[0 0 3 4] (a2) : ±E (a 1) fctt^ff 5By t 
eSub, Shi ftRo w&tfM i x C o 1 u m n X* 

(a 3) : ±f£ (a 1) (Cft^fr^Ro u n dKe y A 
ddition Xtt, ^{bXflH^ftfctt&CDR o u 
n d K e y **{b£«^l«*X-ffi^*. 

[0 0 3 5] ( 8 4) : JEfc, ±E (a 1) KfclrMtS 
RoundKeyAdd i t i o n CO 3 MixCo 
10 1 u m n CO&lCff ^RoundKeyAdd i t i on 
Xli, ±|E (a 3) l:^^l^$Ro undKeylC, 
«#ft"eff 5M i x C o 1 umn^)»§:llfc^^ 
RoundKeytUffll^, 

[0 0 3 6 ] IfjfcJSSCO^-^&^&Xfi. 
ByteSub, ShiftRow.MixColum 
n&t/R oundKeyAddition C0&3£&(;l n 
*^ka)»^i:tt«*S5l**:ffl^5r fc-C, AESBf 

fiz&^it-rzx 5ic*oxt^« 

*0 [0 0 3 7] :^i5ft«*«5Wr-^«»*SS:, 
A E S l**#5fc<0lt#fb2fctf«-iMb4:fT 5 V 

£ 6 C o£ 9 , By teSub, Shi ftRo 

w N Mi xCo 1 umnMRoundKe yAdd i 
t i o n<0#ae*S:Bt#<b^Wi:PIi:WffXfT5fc«>^ 

[0 0 3 8] jfcfc, ±fEff#Jl5 07*-*^&;/ ? j££ffl 
^tcm*m7\ZR®L<n7-?£&7v? : 7J±tt, AES 

[0 0 3 9] ^lt, ^^7-^^^7 P P^7i^(j:, x 

-^60B&^b&^«^bx-*iiirffl^ibix5^*{c, * 

CO^-^dftLXB yteSub, ShiftRow, 
Mi xCo 1 umnS^RoundKe yAdd i t i 

o n ©MMAE sft%tt<Dte^<t*mtm cm* 
^ u a#fc<oiB^ici4TiE (b 1) - (b 3) v&mz 

[0040] (bl) :By teSub, ShiftR 
owSt/M i xC o 1 umnt'lt V%^{tX?ft>tlZ> % 

( b 2) :RoundKeyAddition Xffl^b 
ftS3l&X£>6R oundKey^ LXIS. **HbXffl 
^P>nfcl!»«RoundKey^ ^^fb<b®^!(I^ 

[ 0 0 4 l] (b3) Mi xCo l umnOj: 

SO twfrfrit^R oundKeyAddition Xfflt^fc 
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*L63I&-Cfc-5R o u n d K e y <t LTIt ±|E (b 
2) l:^^^n6RoundKeyl:, ^fcT-fT 
fril,£M i xC o 1 umn0^i^il/:i^ffil/>f) 

[0 0 4 2] ZIOJ; otefflk*Z7 (DT-fiK&T'vyy 
A|4, f-*£te^fc1"SfctoO:/n ^7i*£f £ 

fttsfc^o^p ^7 a tas l tits t ©iw 

[0 0 4 3] tZ*>X\ »*JS4<07 f -^«**ifejcJ: 
jCft^r-^lCB yteSub. ShiftR 
o wRtfM i x C o 1 u m n 0&^&£KIIcJS1- - fc *C 
»6n6Se*ft^-^S:±IE* (1) KJ:*)***::* 
t\ T-^<OBt^{k<0«!f3iaff4:lP)±S-froo x AES 

AES**#*fl>*-»fc«Bi:R| 

CNRtf-CB yteSub, ShiftRow.MixC 
o l umn^Mi^tT^ £ £ £*C<5, <fcoT, ±SBM 

^o^K, W#*5 7 * w**L*ft£fcSffl 

[0 0 4 4] gn*>, tt#*6iciB«^f-*£»*te-e 

14. ±iE»**5a)7 f -^«»*fe^*5^T. 4ff4^lJ 
OfT?iJ-CS$4x-5 1 2 8 try hOfMftr-^CBy 
teSub, ShiftRo w&tfM i x C o 1 u m n 

SB* (1) KJ: «9#*>S:: lt^6 fl 

[0045] B^sicseoc^f-^aft^o^ 

7^tll ±i2ff#Jl7 0f-^&:7 p p jfyj*\z&\,* 
X. #i^o^7A^ 4tT4WOfrM-C***tS 1 2 
8 t'y hO«»»*7-^l:By t e S u b, Shi f 
t R o w&tfM i x C o 1 u m n 0&^&£|(i(;:St&-f r 
£T-#^ix6£&'#f-*&, ±SH5fc (1) l::.fc!)*fc 
S<t 5 l:ftot^5, 

[0 0 4 6] ^Lt, ±fEM#*6*)f-*3E8l*ifcl;i 
•tiiff, AESi*##3<;&ffl^TBt*fc£*ifcf-*tt 

{kk<r>ffiJj&=* ^fc'^-^lwfffetf 6fcfcof-*^& 
yn^^AicSffl-rnrf, »3ft*5<0»*f;:ftl;t* f- 

[0 0 4 7 ] ±IE»**8 0f-^X*^o ^7 



(3) ^2 0 0 3- 1 9 5 7 4 9 

14 

[0 0 4 8] ML |ff**7, 8(^)7-«^o^7A 
[0 0 4 9] 

[0050] <m. &gf§9si 2, 

CPU14, R AM 1 6 x ROM 1 8&tff-*0## 
fc;tasnjsg/j^#38te;*^y 2 Ofcfjlt^S. »S« 
• 1214, »«a«(cj:!)f-^oaa«S:tT5 0 * 

r^T'f-^^^o t 9i-Sf-*i££{l*0;3I£CPU 1 

4l:fTb«fcft07^yy-v'3y^o^7A^ - 
07-^i§IIMt^f^57-^?rAESff|^ 

^ **S:fflt^rBt^bx*4a#fci-stea (£at, rf- 

*^&&JI^>9] ) £C PU 1 4(CfT^> J fr5fcfeOf 

-^M^p^At^BHSftt^S, 
[0 0 5 1 ] ::t\ ilBf-^^ai^o^yAlct*^ 
CPU1 4W^7-^IttlCo^t. Hj207D 

ffcSitT^fci^f — *) ^^7-^-i-^^IIl 
J: b *i-5»*Xf4rt»ttf-*^-*a*&Pf*f-* 

^ [0052] ^f-^fcmttstfmtesjxsfc, *i* 

Si00l:t, »*ft^fl[#<l:i:«>W*L©*Bait:tT9«) 

[0 0 5 3]^LT, S100t\ &£*Hfc£fT9 <t*ij£ 
Lfc^lCli. S 1 1 0-^frU **<fcffl0R o u n 
dKeyiriSLt, R AM 1 6 KBtt $ ii:S 0 
t\ HfftfflOR oundKeyilt TXf - * £i£ 
40 ^kt"5IS«^ff5 RoundKeyAdd i t i ont? 
ffll^RoundKey^:fct*>9, !**ftflr (01 
3) T-ttWLfcJ:'?!::, »«rttaLrl«#tcE«5 r * 
J: 011***1-6. 

[0 0 5 4] -OS 1 1 Ot^OT^R o u n d K e 
y«rft*Lfc*J4, Mt5By t 

eSub N ShiftRo w&T/R oundKeyAd 

d i t i o n*>&2£»fcflH*63lft* % &£-^fbJ8o3l& 

By teSubtffll^3l»Sr, @1 OfttWtfcS- 
50 box l:SSt5 e it, Shi f tR owtffl^^l 
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0 1 i -enw UfcC i fcRSi"*. R o u 

ndKeyAddition ■Cffl^SSIftSr, I14T* 
^lf:RoundKey (IP*>, SllOUML 
fc«*fti^R o u n d K e y ) KR^fS. 
[0 0 5 5] tlt^C, S130^8ffL, 83*t6 
RoundFunction "Cffll^Bt-grftffl^) 4 o<£> 
/Wy^Ty^f-^Ho-TaitrtLt, RAMI 6 
fcB*S*6. -a, sioot\ «*flS*rfT5fc«l« 

dKeyttljLT, R AM 1 6 fcSBtS $ i*:£o 
T\ 'lOTOR oundKeytll 
#flrt*6IRfcfr 5RoundKeyAdd i t iont 
ffil^RoundKeyO:^ "Cfc 9 „ (c 1 ) , 

(c2) ©fttttifcttOtfeS. 

[0 0 5 6] (cl) :ItftX*ff9RoundKey 
Ad d i t i o n-m, ft*fcT*ffll*&ttfc*S<&R o 
undKey£, &4>Mtf"Cffl ^ 5o 

(c2) :flU (cl) ^Wl»$Roun 
dKey^H, RoundFunc t i on T'fr 5 R 
oundKeyAdd i t i on "C^ l/^6RoundK 
e ylCOt^Xtt, JEfc, flHUfc-efTSM i xCo 1 um 
ntf)i9S6*£iSLfct><0*R oundKeytLTfflP 

[0 0 5 7 ] Ifc^ot, ITORoundKey 

ndKey (BP**, Stft-Cfflt^WRo u n d Ke 
y) MUcSSWRoundKe 
y Sr. Bt^b^tti^^Ki^T-^R o undKeyAdd 
i t i o n HfiJ 9 t^£ 0 3E£* RoundFuncti 
onfffll^RoundKeyCo^XIl •*ft"CtT 
9 M i x C o l umn £>ig3£&£lfei~o 
[0058] :HXS140 -Ctlfftffl^Ro u n d 
Ke y *r4jaLfc«Ji, S 1 5 O^ffU Mt5B 
yteSub, ShiftRo w^R o u n d K e y 

Ad d i t i o ntn&^mcm^zzmz. m^itmo 

3l»fcR£1-6. ByteSubT'ffl^ 
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5ltt«r, **ft-C»V^S-b o soffit**'***? 
^7y^f-^/H:RSt5 0 Shi f tRow 

t?ffli^3i**r, *#<k-efflv^c i <oa?s*t4*5i 

hr*^lft) IC^^t^o 3Elw. RoundKeyAd 
d i t i o n-efflV^giftS:, S 1 4 OlZT&fcLfc* 
OT<0Ro u n d K e y ICR^-f £<, 
[0 0 5 9] ^LT&lC. S 1 6 

RoundFunctio ntffll^IfW4O(0 
A,y#T 3>:/^ — ^To^TattfifcLT, RAM 16 
lwfSjg$^:5 0 CHX^ S 1 3 OXIiS 1 6 OTvUy 
*T:y^-^/UTo^T34r±j*Lfc«li* Wsi 

70-S 2 2 0l:t, AE Sm^tt<D&^it^VMtm 
CKSff *CB yteSub, Shi f tRow. MixC 
ol umn&l/RoundKeyAdd i t i o 
«*&?t5 iSlwfcoTV^. (Si, S100-S160 

%-?xi>fy Afcftiji U S 1 7 0~S 2 2 O^^HSrC 
PU 1 4£i?fc-fr*fcft0)^p4r?i>**, #S:/p^7 

[0 0 6 0] If, S170m *f7-^XIi¥t 
f-^-C-JbSyoy^f-^WLt, RoundKe 
yAdditio n <7)^&£ 1 ©fr 5 . fttC, S 1 8 0 
^f^fTb, RoundFunc t i o n &fr 9 0 ^ - 
T\ *f-^»M(:iolt6R oundFuncti 
o nOMICO^tlftP^t^o 

[0061] RoundFunction (i N Byte 
Sub, Sh i f t R o w N Mi xCo 1 umn&tfR 
30 oundKeyAddition <D#K*Srl«l-tt1-te 

OT-fi/jK , 4fT4^JOff^JT^$tv5 1 2 8 b <D 
temttMLT-* (SC*#ft^-^^ft^) l:Round 
Fu n c t i o nSrfT^tT-^ftS&Jlt&T 5 -* 
Sr, TIB^C (4) fcJ;0#«>5«fc9fc4oT^*. 

[0 0 6 2] 

[»8] 



(9) 



70 



40 
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e j= T oKi]@ T ,£ a ,.i-c.J 
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e, : «sax-*tcsi**jMi 0=0,1.2,3) 
T 0 ~T 3 : 8t»y hox-^^bf? h<D-r-f 



-3t(4) 



•i.J 



(W, a, Ki & shiftRovQS««ffi-r 

RoundKey(Cfc(t-5)5lJ@(j=0,),2,3) 



y 
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[0 0 6 3] ±«B* (4) T*{4, M^^x-^^e)^ 
IS7-^^fft$:3 2 tf y MMfc-Cff$. AttWfc 

7 s -* (8 try h) Shift Row^lft 

£JS-fr i:ia!)^)(:Mt5 4o(D^f-^ (a 

0, j> ai,j-Cl* a 2> j-C2x a 3, j-C3) £il^U 

MR L/c 4 00^5x7*-*/^ ft 6 3 2 If y htf)^*-* 

45 3 2 try h(07-^ejMftfSJ;9(:4oX^ 

[0 0 6 4 ] ±fS* (4) T-#4, fiiJlW*^-^ 

CBy teSub, ShiftRo vrRXfM i x C o 1 

&S»*7 f -*rt>&iS«Lfc#ffi$77 f -* (a 0 ,j> a i 
,j-Cl> a 2 ,j-C2> a 3> j-c3) £> ttJ&i~ Z> & y ? 7 y 

8^if wftltttift* 1 6 ^ i -e**!) t ^5, tin 

^(7)4 5 l-^^fc^-^JC, RoundKeyAd 
ditio n<7)^& (Wh, ±f25£ (4) fcfctt* k j 

ft* wt^RoundKeyAdd i t i o n 40 
Mi x C o 1 u m n (D&lZff b RoundKey 
Addition l^tB^-TSo 

[0 0 6 5] ::t\ #^^7 7^7-y/n 0 -T 3 

14, &mn*7*-*0>tl&7-f (8t'yh) ^32h' 

y 27 y^^-y/UT 0 ~T 3 cO^# ${4. *ivt # *t T2 
8 x4/<^h= 1 0 2 4/^hj *Cfo!3, 4ot7)/Uy ^ 
77/7-y/^^t{)4 0 9 6/<^f hT'fcSo 
[0 0 6 6 ] ^ LT, :^J:^iSl 8 OOMatrfTo 
fcSliS 1 9 O^fTfrU S180(^>M^Nr-llH] 50 



UfcJ:9l-, illl^tltfc6 0 1 9 0X\ 

N r - 1 @ffoT^fct^*|SLfc»£fcl4, SI 80 
^i6 0 o£ 9 , S 1 8 0G9&JI£rN r - 1 0*1 0 jE1" 
4 9 l:/iot^5„ 

[0 0 6 7] S190T-, N r - 1 Hlffo t « 

^Ufc^(C{4, S 2 0 O^WLXB y t e S u b <D 
3E**frl\ S 2 1 0-^ff LT S h i f t R o 

wtf>3E**m\ 55 S 2 2 0^fTURound 
Ke y Ad d i t i o nO£&£fTl\ ^X-^&Jfl! 

[0 0 6 8] HIRWLfcJ: 51-. lEf-^»M 

-*£«*ft;1-5»£lwfc % AES»f**OS*ftf 
NH^niCIIHff'CB y teSub, Shi f tRow, M 
i xCo 1 umn&tfRoundKeyAdd i t i o 

[0069] zbZbAE sm^ttzm^xte^itz 

B&^bT-ff 9#£&<Oig£»£«^te£l4igO> 
WflP-ctTi) :imftt5:t«f6, Roun 

d F u n c t i o n & WlC L X&Wf t> t . B8 4lC^r 
4 5 lw x RoundKeyAdd i t i on-*InvM 
i xCo 1 u m n -» I nvSh i f t R o w -* I nvB 
y t e S u b(Oldl^&£fT;t !44^o 
[0 0 7 0] ::t% InvMixColumn, In 
vShiftRow, I nvBy teSublt Ztl? 
tl. W^ffctf>»£(DM ix Column, Shi f tR 
ow, ByteSub^MT'ib^ IWt^^l 
&#S&Sfc'lt-e*>6 0 Wh. InvMixColum 
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»t Lrffl^T7 f -^*«*i-6 0 InvShi 
f tRowflt **fktffl^6C i 5 31 

&£J8^X7 f -*££&-f 5 0 InvByt 
eSubXU B»*fcT-fflt^S-b o xCOiSSftt/i 

&"t~5 0 ft, RoundKeyAdd i t i onllOP 
Til, RoundKey<0|WlM^ttt'fo5 
fc#>, Bf-^ibirl^URo u n dKe y Srfflt>X«ft^ 

[0 0 7 1] tit, InvShi f t R o w-» 1 n v 
By teSubH^ RfeMfrn. I n v B y t e S u 
b-*InvSh i f t R o w 1 1> 0 WSJ? A*l#X.X 
t>, JS*fi3Efr?>*l\ RoundKeyAdd 
i t i on—I n vMi xCo 1 u m n t > 5 ^^rtlff 
It RoundKeyAdd i t i o nXJfH^6R o u 
n d K e y l: I nvMi xCo 1 umn <n3£&£1fo J \t 
13:* I nvMi xCo 1 umn— >Ro u n dKe yAd 
d i t i o n t^O^mzKfim^Xh. *S*tt8Efrlb 

[0 0 7 2 ] BP*>. RoundKeyAddition 
Xffl^£ R oundKey^rTKj. InvMixCo 

1 umn^»^J^ TDj . m&<Ott& t fc*^-* 
£ r B J b~f% t. RoundKeyAdd i t i on 
— I nvMi xCo 1 umn t V* ? GL^ikfaMft, TIE 
5$ (5) o£i2tf)J; 5 t HI-, 

[0 0 7 3 ] (B + K) • D = B • D + K • D -xt 

(5) 

■t^fctf), RoundKeyAdd i t i o n X, Ro 
u n d K e y I: I nvMi xCo 1 umn (D$£$;$:1fc t 
X#b4x£ffi fK-Dj ^RoundKeyiUffl^ 
I nvMi xCo 1 umn— 'RoundKeyA 
d d i t i o n fci^AHfffcAix**.* 6. 
[0 0 7 4] ^rOSBjR, 111 5 OfefifJ^^-f J: 5 

(bp*,, m^it^mtmvmm i nv 

Shi f tRowMnvBy teSub^: <DJKJ? &A 
tl#*L, SEIC RoundKeyAdditionH 
nvMi xCo 1 umn t <0WIJ?£ Atl#X. 5 r £ X, 

[oo7 5] u±<Dm&frb, zmmzm^zsmz. 
tie (d i) - (d 3) <D&mzm*®i£-rtitf, 
ttmmtm cmmm^xm^it^n o~t #x§ £ 0 

(dl) :ByteSub, ShiftRo w&t/M i 
xCo 1 umnm ^{tX'ffiotlb t 

[0076] (d2) :RoundKeyAddi t i 
onfffil^RoundKeyHTIt Bf*HfcX-fflt> 
e>ft/c*H&£)R oundKeyt, Bf^-ft iS^ltfi^T- 
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(d3) :IC, Mi xCo 1 umn <D&\Zff o R o u 
ndKeyAdd i t ion tffll/^R o u n d K e y 
t LXIl, ±15 (d 2) C'^t^l^R o u n d K e y 
'&^itV'froM i xC o 1 umn Lfc*> 

[0 0 7 7] ^LT. mliiELfc^-*£ft&3iXli, r 
9 LfcKlJ^MI^Dx., RoundFuncti 
on£±IE3; (4) (Ci^fr^ct 5fcftoXV>5 0 BP 
*>. »»ft©»^lctt % fcJl#&-r-*l::*tLXB&*Hb 
i0 JB<£>3l&£ffl^fcB yteSub. ShiftRow, 
Mi x C o 1 umn RXfK oundKeyAdd i t i 

0 n <D&&&zm\zm-rz t vmhtiztbm&T-f 

* (4) KJ:!J#fcaJ:5fc4oX*5!K 

ffl<D;Ps/^T i//f-y/UTo-T 3 ^ S 1 3 0fcT£j* 

[0 0 7 8] «»flS*)»frfctt, MI^T-^ 

fc»LX«*<fcffi*>5l» (BP*,, lE(dl)-(d 
3) ^*ff«r»fc-rgitt) tffl^fcBy teSub, S 
£0 hiftRow.MixColumnSt/RoundK 
e y Ad d i t i o n(75#«»S:WlClS"rr tX-»?>^ 

S&M&r-**, 5t (4) JcJ:»3*a?)-5J:5J-*oX 

1 6 0lcx^j*i-5 J: 5l:6ot^5o 

[0 0 7 9] *«W#*SfTofctt|lrt*lCO^T 
fB*^ttW-T6o #38 93 # lis AESBftM^^T 

30 «g»«:ffofco 

[0 0 8 0] ^0, 

Java (Sftj&ffi) >r-*,a>*nft*[W£Vk 
i-CfcO; Java T:/y*---> a ^tt* 

#£lCOl>X, Jar77^(Java (SAffifll) 
(OEl7 7^^) X 1 0=^d/<^ hglrt^SfflW** 
#*>ofc 0 »AES«^7^ (±IE 

te*nmMmv>m®m&mmi oizxtitf. aesm 
^ [oo82] ^^itRxfm^it^^mmm^m 
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— # I^R oundFunction GO#lJI£ff 9 ^ 
fc^»&ft6&M«7 f --*S:±ia5S; (4) KJ:9#tf>S 

* ^ o fcx- * ae»*4fcasffl v ^ fix t * -5 r t *s«if «b 

[0 0 8 3] T-*IE«SSS:/h$<1-6;:*:!&s 

^X. Bt *-fb t « t «: 1^ — ^ag*Wff -Cff 5 70 
(4) TW6/i-^7 7/r-^Ho~T3^, T 

[0 0 8 4] x-*iEtt£i;aM*£ 5 

-rxnm&tLxn, ±ias£ (4) T'fffit6;^^r 

[oo85] % ±ffinffifl2tt<&&«mfi»a i o jj0 

[0 0 8 6 ] Sfc* ±E*«^«^g|*««S« 1 Of 

KeyAddition "Cfflt>5lSIStOR o u n d K e 30 

i\ RoundKeyAdd i t i on &rff 9 fel^s 
:t'Mi;/i5R o u n d K e y^^^r^t^J: 5 tC 
U ^IC/jiofcRo u n dKe y ICO^Tfi-f ClCfS 

*1"5J:3fcLTt J:i\, :^)J:vl:tmi rami 

[0 0 8 7 ] ±IBHiS^ffiXti, T-tKDVg^it 

1 OlCOI^TJfi^fcj&l, 7-^^o^7^§^ 
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r O7- * D y 7 A^fB^ £iT,fc n t'zr - * gg 

W.) 7^^CD-ROM^) X-^^^&S 

[0 l ] SliS^ffi^^^miSgSotflfigSr^i-^o y 
[0 2] 7 f -^jf»«iI^tt7D-ft- hT**i> 

[0 3] ^-^SEft&SnsmaR oundFunc 
t i o n<0«ilW^-^S:St8WH-e*6 Q 
[0 4] f-^4»*ftt5»^R o u n d F u n 
c t i o n (D&moj * -i/Z&'f&WmX'hZo 

6 ] 7-«iyp yy^zft&ommmmmm 

[07] AE S*^#5U:ffll>fcix5:/n:y*^--* 
[08] AE Sie^^ffl^b^SJiSrttW-rStt 

[0 9] ae sm%tt<oft^<t*m&&W'tzwA 
mx*>z 0 

[O10] B y t e S u b <0£ft*R9l1-*K9] MX 

[Oil] S h i f t R o wttKK*K9l1-*R9iH 

[0 12] MixColumn ?>|£&£I£e;!-f § R91 

[0 13] RoundKey ^)«^$:Mt68 

[0 14] RoundKeyAdditio n?)^J& 

[015] RoundFunction <7)&^<7M * 

[^■^oaw] 

10-»*tB81, 12-&SfStt, 14 - CPU, 
16-RAM, 1 8 -ROM, 2 0-^P^t^y^y 
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S 1 0 0 




I 



N — 



S 1 1 0 



S 1 20 



S 1 3 0 



a^bfflRoiindKey 



T 0 ~T,€£J* 



X 



RoundKayAddi lion 



RoundFunction 




ByteSub 



ShiftRow 



c 



RoundKeyAddi t i on 



3 



SI 70 
S 1 80 

S 1 90 

S 200 
S 2 1 0 
S 2 2 0 



SI 40 



S \ 5 0 



S 1 60 
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RoundKeyAddition 
InvShiftRow ^ 
InvByteSub -v. 



^\ RoundKeyAddition^^ 
j£ i InvMixColumn — 
m] InvShiftRow 
InvByteSub 



RoundKeyAddition 



c=^> 



RoundKeyAddition 



^InvByteSub 
*InvShiftRow 
. * InvMixColumn 
+ RoundKeyAddition 



InvByteSub 

InvShiftRow 

RoundKeyAddition 
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